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due to limited reports available from the payroll applications. 
 
 

 

City Auditor Department 
140 N 3rd Avenue Phoenix, AZ 85003 
602-262-6641 (TTY use 7-1-1) 

Mission Statement 

To improve the quality 

of life in Phoenix 

through efficient 

delivery of outstanding 

public services. 



 

 
 
Page 2 
 

City Auditor Department 

Executive Summary 
 
 
Purpose 
 
Our purpose was to review the payroll systems (Auto-Payroll, LOTS, Position) utilized 
by the Police Human Resources Department (Police HR) for basic controls over data 
input, processing, and output controls. We reviewed controls for overtime, including 
manual controls outside of automated processes.  We also evaluated the accuracy of 
payroll transactions processed for Police staff. 
     
Background 
 
Application controls ensure that data is processed accurately and completely.  These 
controls also help ensure data confidentiality, integrity, and availability.  Police 
developed its own information systems for payroll, leave tracking, and other human 
resources matters in 1999 and 2001.  In 2015, Police transitioned all leave processing 
to the City’s HR system (eCHRIS) but continues to process other payroll and human 
resources transactions.   

The following systems are maintained by the Information Technology Bureau (ITB) and 
by Police HR.   

 Auto Payroll – contains information regarding regular and overtime pay.  
Manually entered pay, such as overtime, shift differential, linguistic pay, FTO 
(field officer training), and out-of-class pay, were entered directly into Payroll by 
Fiscal Payroll Clerks.   

 LOTS – contains the weekly timesheets from which pay is calculated, including 
electronic overtime and specialty pay slips.  The system is used as a check and 
balance mechanism by Police HR.   

 Position – contains the position of each employee, and other demographic 
information. 

 AdminSys SQL database – contains data imported from eCHRIS daily.  The 
imported information was disseminated to various other SQL databases used by 
multiple applications.  Police HR have since transitioned to the eBAS module 
within the City’s Human Resources Information System. 

 
These systems communicated with eCHRIS to relay pay information each pay cycle.  
We previously conducted an audit of the Police HR Information Systems (October 2013, 
#1130079). 
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Results in Brief 
 
The Police payroll applications can no longer be updated as operational 
procedures change; the operating system’s necessary security controls cannot 
be maintained.  Although these are known risks, Police has not taken sufficient 
steps to replace the unsupported applications. 

We reviewed controls for the applications and found weaknesses that could lead to 
payroll inaccuracies.  To ensure the accuracy of the data, Police Payroll staff rely on 
manual reconciliation processes and reports to perform quality assurance checks.  
Police is aware of these weaknesses; however, due to the age of the systems, the 
programming code and technology infrastructure are no longer supported and cannot 
be updated.  These risks have been known by Police for several years and were noted 
in our 2013 audit.  

In November 2021, ITB submitted a supplemental funding request of $350,000 for the 
initial project cost and an estimated $240,000 in annual maintenance cost to sustain the 
required licenses for a new system.  This request was not authorized.  By not 
addressing the replacement of these systems, the City is at risk of data loss should a 
failure occur, or at risk of a cyber security attack (e.g., ransomware) due to the lack of 
upgrades and security patching.  
 
Overtime and shift differential pay transactions reviewed during the audit were 
accurate.  However, staff relies on manual reviews of data due to limited reports 
available from the payroll applications. 

From July 01, 2020, through December 31, 2021, there were 1,856 hours of overtime 
for $695,146 and 183,272 hours of shift differential for $102,486.  We reconciled the 
data from the Police payroll systems to eCHRIS to verify that the data transferred from 
the payroll systems was accurate.  We reviewed transactions for employees with the 
highest variances and found the variances were related to prior pay period activity, 
FLSA adjustments, and salary changes that occurred throughout the scope of this audit.   
 
Employee exception pay (e.g., overtime and shift differential) is processed manually by 
payroll staff.  Transactions are reviewed for accuracy, entered into LOTS, and uploaded 
to eCHRIS for payment to the employee.  Payroll staff can use system reports to 
validate data accuracy; however, staff advised that the system cannot reliably generate 
reports when needed due to the limitations of the outdated applications.  To ensure that 
report data is accurate and complete, Police HR relied on manual reviews. 
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Department Responses to Recommendations 
 

Rec. #: 1.1 Identify and implement a replacement solution for the Police payroll 
applications.  Until a solution is implemented, establish risk mitigating controls to 
ensure the reliability of the current systems.  

Response: ITB submitted a memo on 5/31/22 to Fiscal requesting 
funding to replace LOTS and Payroll.  If approved, ITB will proceed 
with the procurement process to identify and implement a vendor 
supported replacement solution.  If denied, ITB will reevaluate 
other options to replace these applications. 

ITB will continue to monitor LOTS and Payroll, regularly test the 
applications when system patches are applied, and refrain from 
applying any application changes to mitigate risks. 

Target Date: 
3/31/2024 

Explanation, Target Date > 90 Days:  

Below applies if funding is awarded to replace the current systems: 

 Receive confirmation on funding from Fiscal by August 2022 
 If approved submit procurement paperwork by October 2022 
 Select vendor by December 2022 
 Council approval in Jan/Feb 2023 
 Kickoff project in March/April 2023 
 Implementation including configuration, data migration (if any), integrations, 

and training to take approximately 6-8 months 
 Go live in Feb/March of 2024 

If funding is not awarded ITB would require the same amount of time to research 
alternatives and consider rebuilding the applications in-house. 

Rec. #: 2.1 In accordance with City IT Standard s1.3 – Identity Management, 
document and establish a process to review user access privileges at least 
annually to ensure that only authorized users have access to Police payroll 
systems. 

Response: Police HR will conduct a quarterly audit to verify which 
employees have access and if access is still required. 

Target Date:  

07/01/2022 

Explanation, Target Date > 90 Days:  

Rec. #: 2.2 In accordance with City IT Standard si1.6 – Back-End System Patch 
Management, ensure that devices within the Phoenix Police Department are 
deployed with patches within the prescribed timeframes identified in the standard. 
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Response: The ITB Server and ITB Desktop Hardware teams will 
work to ensure all servers, laptops, and desktop devices are 
patched with the latest approved releases identified by city IT.   

 

The ITB Server and ITB Desktop Hardware teams will provide 
reports to demonstrate all devices are patched and compliant. 

Target Date: 
12/1/2022 

Explanation, Target Date > 90 Days:  

The ITB Desktop Hardware team requires additional time to patch all devices 
connecting to the Police network.  This is due to having to locate those devices that 
have not powered on or have not authenticated to the network in an allotted 
timeframe. 

Rec. #: 2.3 In accordance with City IT Standard si1.1 – Virus Protection, ensure anti-
malware software is installed and maintained on all systems as prescribed by the 
standard 

Response: The ITB Security team will work to ensure anti-
malware software is installed and patched on all systems.  The 
anti-malware software called Crowdstrike is hosted by city IT. 

 

The ITB Security team will work with city IT to provide a report to 
demonstrate all devices have anti-malware installed and are 
compliant. 

Target Date: 
8/1/2022 

Explanation, Target Date > 90 Days:  

 

Rec. #: 2.4 In accordance with City IT Standard Operating Procedure dr1.1.2 – 
Disaster Recovery Framework, ensure that the disaster recovery plan is 
reviewed at least annually and tested at least every other year.  In addition, 
update the disaster recovery plan to include minimal file systems to be created 
and restored from backup (i.e., database systems, network files, operating 
system files, etc.). 

Response: The Business Applications team within ITB will perform 
an annual walkthrough meeting session with key stakeholders to 
review and step through the disaster recovery plan.   This 
walkthrough meeting session will be documented and stored for 
future reference.   

Target Date:  

8/1/2022 

Explanation, Target Date > 90 Days:  
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1 – Application Controls 
 
 
Background 
 
Application controls are the structure, policies, and procedures that apply to application 
systems.  These controls encompass the routines within the computer program code 
and the policies and procedures associated with user activities, such as manual 
measures performed by the user to determine that the application accurately processes 
data.  Application controls help ensure that transactions are valid, properly authorized, 
and accurately processed.  The controls are categorized into three phases: input 
controls, processing controls, and output controls. 
 
Due to limitations with the City’s central payroll system, eCHRIS, Police exception pay 
transactions, such as shift-differential and overtime, are processed in separate payroll 
systems by Police staff.  Auto-Payroll, LOTS, Position Control, Auto-Payroll, LOTS, and 
Position systems maintain critical data points required to accurately process payroll for 
the Police Department.  Strong controls must be in place to ensure that application data 
is accurate, complete, and logical.  Data output can be in several forms, such as printed 
reports, online data, and files that interface with other applications.  Data output should 
be carefully reviewed, and control totals should be reconciled to identify errors that need 
to be corrected.  
 
We interviewed staff from Police HR and the Information Technology Bureau (ITB), who 
are responsible for maintaining the applications and processing payroll information.  
Additionally, we performed tests to ensure application controls were in place for key 
fields and that data was accurate.  If controls were not found, we analyzed the potential 
risks associated with inaccurate data.   
 
Results 
 
Weaknesses in application controls were identified; however, changes to the 
applications are not feasible without compromising the integrity of the 
applications and the payroll process.  

Employees of the Police Department are eligible for various exception pay types, 
including standby pay, overtime, or shift differential.  The City’s main payroll system 
(eCHRIS) does not have the ability for employees to enter these types of transactions.  
Instead, employees must manually enter these transactions into the Auto Payroll 
application.  This data is exported each pay period, and a separate automated process 
is in place to upload the data into eCHRIS for payment processing. 
 
We reviewed the controls for the applications and found that not all fields were required, 
leading to incomplete data.  Additionally, we noted that the systems did not restrict 
duplicate transactions, which could lead to an employee being overpaid.  To ensure the 
accuracy of the data, Police Payroll staff rely on manual reconciliation processes and 
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reports to perform quality assurance checks.  Police is aware of these weaknesses; 
however, due to the age of the systems, the programming code and technology 
infrastructure are no longer supported and cannot be updated.  These risks have been 
known by Police for several years and were noted in our prior audit in 2013.  Since that 
audit, Police has taken steps to ensure the applications’ reliability and security, including 
upgrading from legacy databases and implementing manual monitoring controls.  
 
Continuing to rely on these antiquated systems for payroll transactions without the 
ability to implement changes to the systems, including security patches for the 
underlying software, is a high risk to the functionality of the applications.  In addition, 
running applications without maintaining necessary security patches exposes the City’s 
network to security risks. 
 
Monitoring reports are available to perform reviews of payroll transactions.  
However, manual reviews are still required to ensure data accuracy.   

Payroll can produce several reports, either through built-in reports or custom queries.  
The reports can be used to track the payroll transactions that have been entered by 
staff.  According to Police HR staff, the most common report generated was the report 
for auditing payroll transactions.  Other reports are available; however, Police HR 
advised that the system cannot reliably generate reports when needed due to legacy 
applications.  To ensure that reports are accurate and complete, Police HR relied on 
manual reviews conducted by staff.   
 
Police has identified possible solutions to replace legacy payroll systems.  
However, Police has requested funds to replace the applications, but 
authorization has not been received.    

The systems currently used to process payroll transactions by Police HR and ITB are at 
least fifteen years old and can no longer meet the department’s demands.  In addition, 
these systems have been identified by ITB as no longer functional once the City 
migrates to the next version of the Windows operating system.  In their current state, 
these systems remain operational through workarounds and delays in deploying 
security patches. 
 
ITB has worked with Police HR and ITB to identify potential replacement solutions for its 
payroll systems and have documented an extensive list of business requirements for a 
replacement system for LOTS and Payroll.  In November 2021, ITB submitted a 
supplemental funding request of $350,000 for the initial project cost and an estimated 
$240,000 in annual maintenance cost to sustain the required licenses for a new system.  
This request was not authorized.  By not addressing the replacement of these systems, 
the City is at risk of data loss should a failure occur or at risk of a cyber security attack 
(e.g., ransomware) due to the lack of upgrades and security patching. 
   
Recommendation 
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1.1 Identify and implement a replacement solution for the Police payroll applications.  
Until a solution is implemented, establish risk mitigating controls to ensure the 
reliability of the current systems.  
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2 – General Controls 
 
 
Background 
 
In addition to input, processing, and output controls, when properly implemented, 
general controls can increase data reliability and application security.  These general 
controls can include access management, change management, password 
management, virus protection, patch management, and disaster recovery. 
 

 
 
We interviewed staff responsible for these general controls and evaluated the 
procedures in place to determine if the controls were sufficient to maintain the integrity 
of Police payroll systems and the data it contained.  

Access Management

• Effective access management practices include mechanisms for access 
administration and access assignment based on each user’s unique job 
function. 

Change Management

• Change management ensures that changes made to production systems 
(hardware and software) are controlled to prevent unauthorized changes, 
and ensures that authorized changes are adequately tested and do not 
negatively impact the production environment. 

Password Management

• Password management establishes acceptable practices for creating and 
maintaining passwords.  To ensure that passwords meet security best 
practices, passwords must meet established requirements, such as 
character length, complexity, change frequency, privacy, and password 
reuse. 

Virus Protection

• Virus protection prevents unauthorized programs from replicating and 
spreading across the network.  Information Technology Services maintains 
the anti-virus software on all enterprise network connected servers.

Patch Management

• Patch management ensures remediation of security vulnerabilities in a 
timely manner.  Applying patches is critical to mantaining the operational 
availability, confidentiality, and integrity of information systems.

Disaster Recovery

• Disaster recovery consists of an action plan that is executed in times of 
emergency.  Action plans include policies, procedures, and tools that enable 
the recovery of business operations. 
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Results 
 
Access management controls for Police payroll systems were in place; however, 
improvement is needed to ensure that user access forms contain the required 
signatures and that accounts are reviewed in accordance with IT standards.  

City IT Standard s1.3 – Identity Management requires that, for systems containing 
personally identifiable or Restricted City Information (RCI), access must be reviewed 
every 90 days.  In addition, all requests for access to City information and systems must 
be approved by the requester’s supervisor and/or the resource data owner.  Police HR 
used hardcopy user access forms to document access requests to Auto-Payroll, LOTS, 
Position, and eBAS; however, controls were not in place to review user access forms to 
ensure all required signatures were provided and that only authorized users have 
access to Police payroll systems.   
 
We reviewed all active user accounts in Auto-Payroll, LOTS, Position, and eBAS and 
determined the following: 

 122 user accounts were associated with active City employees 

 36 user accounts were for testing 

 1 user account was associated with former Police staff 
 

Ensuring access is restricted to staff can help prevent unauthorized access and reduce 
the risk of a data breach.  City IT Standard s1.3 – Identity Management prohibits the 
use of test accounts on production systems.  Test accounts pose a risk, and they often 
have similar or greater privileges than authorized users.  These accounts should be 
removed or disabled if removal is not technically feasible.  Passwords for these 
accounts should be changed after an individual who had access to the test account is 
terminated.   
 
In addition, most user access levels appeared appropriate by position.  We noted a few 
instances where users with the same rankings were assigned different access levels.  
PSB advised that it was reviewing user access levels and working with the vendor to 
determine if permissions could be granted based on the specific needs of each user.  
 
Change management procedures for Police Payroll systems ensured that 
changes were documented, approved, and tested.   

We determined that ITB used Remedyforce to manage changes and ServiceDesk to 
incident management.  ServiceDesk is ITB’s internal tracking system to track incident 
management for severs and databases that support Police payroll systems.  We 
reviewed requests submitted in ServiceDesk for the last 90 days to ensure that change 
requests were documented and contained the required information outlined in City IT 
Standard b1.11 – Change Management. 
 
We found that the changes reviewed were documented, assigned to appropriate staff, 
and tracked for approval.  Although, the IT standard requires the use of RemedyForce 
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for all changes and service requests, ITB has requested a waiver from Information 
Technology Services (ITS) exempting its use of RemedyForce. 
 
Password controls for the Police payroll systems were in place to ensure that 
access was authorized; however, not all password settings aligned with City 
standards.  

The Police payroll systems, LOTS, Position, and Payroll use Active Directory 
credentials to access the programs.  We evaluated the configuration settings for these 
systems against IT Standard s1.5 - Password Management and found most settings 
were compliant; however, the account lockout duration did not match the required 
setting.  After unsuccessful login attempts, the system must force an automatic session 
termination and suspend the User ID for a minimum of 30 minutes or until re-activated 
by a system or security administrator after verifying the user’s identity. By not 
implementing all the required configuration settings, the Police Department and the City 
are at an increased risk of unauthorized access or other security events. 
  
Overall, procedures were in place to ensure security updates were applied to 
systems.  However, future updates may not be implemented due to compatibility 
concerns. 

ITB is responsible for patching the workstations and servers that run the Police payroll 
systems.  The payroll systems operate on Windows Server 2012 R2 and require routine 
patching to ensure these systems are up to date.  According to IT Standard si1.6 - 
Back-End System Patch Management, departments are required to deploy certified and 
accredited patches within the prescribed period based on the patch classification and 
time limits identified.  We reviewed the patching status of the servers and found three 
patches were not applied.  Two of the patches were categorized as important, and one 
was categorized as critical and contained fixes for higher-risk vulnerabilities. 

In addition to the servers, we reviewed the desktop and laptop devices running Auto-
Payroll, LOTS, or Position and found 3,406 devices contained the latest 
patches; however, 170 devices did not have the latest patches installed; 437 devices 
were listed as unknown.  ITB is reviewing the patching status of these systems to 
ensure all current and applicable patches are applied. 
 
Not all devices reviewed were protected with an anti-malware solution, and some 
devices were not protected with a supported version of anti-malware.  

Anti-malware builds upon the security provided by system upgrades and patching by 
providing an additional layer of protection from threats such as viruses, trojans, and 
spyware.  The City’s anti-malware solution is centrally managed by the Information 
Security and Privacy Office (ISPO).  The solution automatically receives updates via a 
cloud server and deploys rule sets that prevent malicious behavior.  IT Standard s1.1 
Virus Protection requires the use of anti-malware on City systems. 
 
We reviewed devices that have access to LOTS, Position, or Auto-Payroll, including the 
three servers that run the instances of the applications, to determine if an anti-malware 
solution was installed.  Of the 3,846 devices reviewed, 46 devices, including three 
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servers, did not have anti-malware installed, and two devices were running an 
unsupported version. 
 
A disaster recovery plan was documented for all Police payroll systems; 
however, regular testing was not performed. 

A disaster recovery plan has been documented for the systems utilized by Police to 
process payroll transactions. The disaster recovery plan outlines a business impact 
analysis, backup process, and system disaster recovery procedure.  The Information 
Technology Bureau (ITB) is responsible for providing technical support for Police payroll 
systems, including data backup and disaster recovery. 
 
Although the disaster recovery plan is documented for each of the Police payroll 
systems, the plan was not complete as certain sections were left blank. In addition, we 
determined through interviews with staff that the disaster recovery plans have not been 
tested.  ITB reported that disaster recovery testing was not performed due to the 
vulnerable state of the systems and the lack of resources available to perform a disaster 
recovery process. According to IT Standard dr1.1.2 - Disaster Recovery Framework, 
disaster recovery plans should be reviewed at least annually, tested at least every other 
year, and periodically reviewed to measure the performance of processes and 
procedures.  
 
Without the ability to thoroughly test the plan, Police is unable to ensure the systems 
and data can be restored in the event of a system interruption or failure.  Although a full 
disaster recovery test is preferred, a tabletop exercise or walkthrough test would be 
beneficial to ensure staff are aware of the processes to restore the systems. 
 
IT support and training for Police payroll systems were informal and were not 
documented.  

The Information Technology Bureau (ITB) is responsible for troubleshooting and 
supporting the payroll systems utilized by Police.  These systems are antiquated and 
are supported on a limited basis by designated staff.  Most of the IT support staff with 
historical knowledge have left the organization or are no longer working in the 
department.  In addition, no training manuals or training procedures for these systems 
have been documented and maintained by ITB.  Police HR staff have developed their 
training procedures for procedural purposes; however, this information has not been 
shared with ITB. 
 
Recommendations  
 
2.1 In accordance with City IT Standard s1.3 – Identity Management, document and 

establish a process to review user access privileges at least annually to ensure that 
only authorized users have access to Police payroll systems. 

 
2.2 In accordance with City IT Standard si1.6 – Back-End System Patch Management, 

ensure that devices within the Phoenix Police Department are deployed with 
patches within the prescribed timeframes identified in the standard. 
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2.3 In accordance with City IT Standard si1.1 – Virus Protection, ensure anti-malware 

software is installed and maintained on all systems as prescribed by the standard. 
 
2.4 In accordance with City IT Standard Operating Procedure dr1.1.2 – Disaster 

Recovery Framework, ensure that the disaster recovery plan is reviewed at least 
annually and tested at least every other year.  In addition, update the disaster 
recovery plan to include minimal file systems to be created and restored from 
backup (i.e., database systems, network files, operating system files, etc.). 
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3 – Payroll Accuracy 
 
 
Background 
 
The Position Security and eBAS systems are utilized for the maintenance and updating 
of Police personnel data.  The LOTS and Auto Payroll systems are utilized to approve 
and extract exception pay entries.  Each pay period, payroll transactions are extracted 
from Police software systems and uploaded to the City’s payroll system (eCHRIS) for 
paycheck distribution.  
 
Administrative Regulations A.R. Overtime, Call Out, and Standby Pay and Shift 
Differential 2.21 outlines the policies regarding payroll transactions.  Additionally, the 
City’s the Memorandum of Agreement (MOA), the Memorandum of Understanding 
(MOU), and Police payroll staff policies and procedures for the Police Department 
outlined additional policies specific to Police Department payroll, including exception 
pay processing. 
 
During July 01, 2020 – December 31, 2021, we identified: 

 1,856 overtime transactions for $695,146 

 311,088 shift differential transactions for $102,486 
 

We reviewed the various policies, interviewed Police staff, and reviewed and reconciled 
payroll transactions to determine if the pay was processed accurately. 
 
Payroll transactions reviewed for overtime and shift differential appeared to be 
processed accurately.   

Employee exception pay (e.g., overtime and shift differential) is processed manually by 
payroll staff.  Transactions are reviewed for accuracy, and payroll staff enter the data in 
LOTS, which is then uploaded to eCHRIS for payment to the employee.  We reconciled 
overtime and shift differential transactions in LOTS to ensure the employee was 
accurately paid in eCHRIS. 
 
Overtime 

Overtime is awarded for any labor performed outside of the employee’s scheduled forty-
hour workweek.  The employee manually entered the time in LOTS and is manually 
approved by the supervisor and Police payroll staff.  We reviewed 114,441 overtime 
transactions totaling 1,856 hours for $695,146 of pay.  We selected the top 10 
employees with the highest amounts of overtime accrued for the scope of this audit.  
Pay and hours earned variances were discovered for the ten employees selected for 
testing.  
 
Eight of the ten employees selected did not have significant variances between eCHRIS 
and Auto Payroll.  The remaining two employees had a variance greater than 80 hours 
of overtime from 232 transactions between eCHRIS and Auto Payroll.  An additional 
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review of 232 overtime transactions found the variances were related to prior pay period 
activity, FLSA adjustments, and salary changes that occurred throughout the scope of 
this audit.  

 
 

 
 
 

Employee eCHRIS Earned Amount Earned Amount Variance 

A $93,794 ($1,674) 

B $83,727 $376 

C $77,715 ($4,932) 

D $74,623 ($2019) 

E $69,993 ($1633) 

F $68,760 ($3211) 

G $65,899 ($730) 

H $61,484 ($175) 

I $50,930 ($4,579) 

J $48,220 ($1576) 
 

The overtime variances we found were due to FLSA 
adjustments or delayed processing. 

 
 
Shift Differential 

We reviewed 183,272 hours of shift differential for $102,486.  Seventy employees were 
selected from the various labor Units for testing, which included payroll reconciliation of 
the various shift differential categories.  In contrast to the auditor calculations, all shift 
differential categories exhibited earned hours and earned amount variances.  The third 
shift differential for the Unit Three category revealed the highest variance in earned 
hours and earned amounts.  However, the shift differential variances were not 
significant and were related to employee wage changes which occurred during the 
scope of this audit. 
 
Recommendation 
 
None 
 
 
 
 
 
 
 
  

Overtime Variance Report By Dollar 
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Scope, Methods, and Standards 
 
 
Scope 
 
We performed our testing and review based on the current configuration of the Police 
LOTS and Auto payroll applications. We reviewed payroll transactions from July 2020 
through December 2021. 
 
The internal control components and underlying principles that are significant to the 
audit objectives are: 

 Control Environment 

o The oversight body and management should demonstrate a commitment 
to integrity and ethical values. 

o Management should remediate identified internal control deficiencies on a 
timely basis. 

o Management should design control activities to achieve objectives and 
respond to risks. 

o Management should identify, analyze, and respond to risk related to 
achieving the defined objectives. 

o Management should establish in organizational structure, assign 
responsibility, and delegate authority to achieve the entity’s objectives. 

o The oversight body should oversee the entity’s internal control system. 

o The oversight body and management should demonstrate a commitment 
to integrity and ethical values. 

o Management should internally communicate the necessary quality 
information to achieve the entity’s objective.  

o Management should demonstrate a commitment to recruit, develop, and 
retain competent individuals.  

o Management should evaluate performance and hold individuals 
accountable for their internal control responsibilities.  

 
 Information & Communication 

o Management should internally communicate the necessary quality 
information to achieve the entity’s objectives. 

o Management should use quality information to achieve the entity’s 
objectives. 

o Management should design the entity’s information system and related 
control activities to achieve objectives and respond to risks. 

o Management should externally communicate the necessary quality 
information to achieve the entity’s objectives. 
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 Risk Assessment 

o Management should identify, analyze, and respond to significant changes 
that could impact the internal control system. 

 
 Control Activities 

o Management should design control activities to achieve objectives and 
respond to risks. 

 
 Monitoring Activities 

o Management should remediate identified internal control deficiencies on a 
timely basis. 

 
Methods 
 
We used the following methods to complete this audit: 

 Conducted interviews of key staff to identify business processes. 

 Reviewed available standard operating procedures, risk assessments, and other 
pertinent information related to application controls and governance. 

 Performed application controls testing of high-risk processes. 

 Reviewed application monitoring for data reliability and security event monitoring. 

 Reviewed change management procedures. 

 Reviewed access management procedures. 

 Reconciled user accounts to active employee lists. 
 
Unless otherwise stated in the report, all sampling in this audit was conducted using a 
judgmental methodology to maximize efficiency based on auditor knowledge of the 
population being tested.  As such, sample results cannot be extrapolated to the entire 
population and are limited to a discussion of only those items reviewed.   
 
We assessed the reliability of data from IAPro, Phoenix Police Department employee 
directory, RemedyForce, PSB device patching, and PSB device anti-malware data by 
(1) performing electronic testing, (2) reviewing existing information about the data and 
the systems that produced them, and (3) interviewing agency officials knowledgeable 
about the data.  We determined that the data were sufficiently reliable for the purposes 
of this audit. 
 
Standards 
 
We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require that we plan and perform the 
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives.  We believe that the evidence 
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obtained provides a reasonable basis for our findings and conclusions based on our 
audit objectives.  Any deficiencies in internal controls deemed to be insignificant to the 
audit objectives but that warranted the attention of those charged with governance were 
delivered in a separate memo.  We are independent per the generally accepted 
government auditing requirements for internal auditors. 


