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XPocapolypse 

On April 8, 2014, Microsoft is ending support for its Windows XP operating system (see definition below) 

and Microsoft Office 2003 products.  Computer professionals are calling this the XPocapolypse.  The PCs 

won’t stop working the next day, but Microsoft will stop fixing the programs’ bugs and no longer provide 

technical support.   

Security professionals expect bad guys to unleash a torrent of malicious software aimed at PCs running 

XP, because the bad guys know Microsoft won’t be issuing any more security patches for the operating 

system.  Since around 30% of all Windows PCs use the XP operating system, that’s a lot of PCs that bad 

guys can attack and infect with malicious software.   

In addition, XP users may have problems with software and hardware compatibility since new software 

applications and hardware devices may not be built for Windows XP or Office 2003. 

If You Must Use XP 

If you must continue to use Windows XP, there are a few things you can do to minimize your risk: 

 Keep your antivirus software updated and active.  This won’t prevent all attacks that take advantage 

of Windows XP vulnerabilities, but it may help. 

 Use a different browser.  Because Microsoft ties support for Internet Explorer (IE) to the underlying 

operating system’s end date, people running Windows XP will also not receive patches for IE7 or IE8.  

So use a newer version of IE or a different browser, such as Chrome or Firefox. 

 Minimize your Internet activity and connections (and don’t click!).  Almost all threats attacking your 

PC come from the Internet, or via email links and malicious attachments.  Minimize the amount of 

time you’re connected to the Internet.  When you’re not actively online, disable Internet access.  If 

you only use a wired connection, for example, unplug the cable.  Keep your computer shutdown 

when you’re not actively using it.  Like always, don’t click on links or unexpected attachments in 

emails. 

 

http://windows.microsoft.com/en-us/windows/end-support-help
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…Must Come to an End 

All software has a lifecycle.  It’s created and used.  Then it’s “sunsetted” at its end-of life.  In 2008, 

Microsoft announced the date of XP’s end of life.  The operating system is now over 10 years old.  

There’s no more time.  If you’re using Windows XP, either upgrade to a newer operating system or buy a 

new PC. 

 

Never trust a computer you can’t throw out a window. 

— Steve Wozniak 

 

Definition:  Operating System 

A computer’s operating system is the program that actually makes your computer work.  As defined by 

Webopedia, operating systems perform basic tasks, such as recognizing input from the keyboard, 

sending output to the display screen, keeping track of files and directories on the disk, and controlling 

peripheral devices such as disk drives and printers.  Without an operating system, a computer is just a 

big paperweight. 

 

 


