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Two Recent Breaches 

Two major breaches were announced recently that may affect Phoenix residents.  Early December, 

Maricopa Community College sent out notification letters to about 2.4 million current and former 

students and employees.  Then this week, Target announced that its card systems had been breached.  

Here’s a little more information on the breaches and what you should do if you were one of the millions 

affected. 

Maricopa Community College’s Data Breach 

MCC District officials first found out that their databases may have been breached after they were 

notified by the FBI on April 29, 2013.  The FBI had found a web site offering MCC’s data for sale.  The 

breach wasn’t disclosed for seven months while MCC investigated the extent of the exposure and 

improved their security controls.  

Information breached includes individuals’ social security number, phone number, email address, and 

date of birth.  In accordance with Arizona’s state breach statute, the Maricopa Community College 

District sent letters notifying affected individuals that their personal information had been breached.  

MCC also provided individuals with a year of free credit-monitoring service.   

Target’s Card Breach 

This week, Target announced that customers who made purchases by swiping their cards at terminals in 

its U.S. stores between November 27 and December 15 may have had their accounts exposed.  The 

stolen data includes customer names, credit and debit card numbers, card expiration dates, and the 

three-digit security codes located on the backs of cards.  Target says 40 million credit and debit cards 

may have been compromised, and the thieves accessed the data from the magnetic stripes stored on 

the back of credit and debit cards. 

Target has hired a computer forensics firm to investigate the breach, and the Secret Service is also 

investigating, as it often does for large-scale credit card hacks.  This breach “may have involved 

tampering with the machines customers use to swipe their cards when making purchases,” but nobody 

knows yet how the bad guys were able to compromise so many payment terminals. 

 

http://www.azleg.gov/ars/44/07501.htm


  ISPO Alert 

 

What You Should Do 

If you were affected by one (or both) of these breaches, don’t panic.  Just monitor your financial 

statements and activity.  Don’t wait until you get a paper statement from your financial institution.  Go 

online and monitor activity on your accounts at least weekly. 

If you see suspicious charges on your credit/debit cards, report them immediately to your financial 

institution. On the plus side, financial institutions have very sophisticated fraud-detection software.  If 

your card is used fraudulently, the bank will most likely notice it and halt the activity.  They'll also reissue 

new cards if needed. 

If you think your identity is being used fraudulently, place an initial fraud alert on your credit reports, 

order and review your credit reports, and create an identity theft report.  Instructions are detailed on 

the FTC’s website. 

For more information, see the Breach Notification presentation.  

Breaches Happen 

In our electronic era, breaches happen.  Any organization, no matter how secure, can be breached.  

Minimize the personal information your share.  Monitor your financial statements, and act quickly when 

necessary.  But don’t be afraid to live (and shop).  

  

 

 

 

http://www.consumer.ftc.gov/articles/0274-immediate-steps-repair-identity-theft
http://www.consumer.ftc.gov/articles/0274-immediate-steps-repair-identity-theft
http://phoenix.gov/webcms/groups/internet/@inter/@ps/@info/@ispo/documents/web_content/d_042422.pdf

