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Agenda

A Terminology and common security myths

A Practical ways to protect your home computers
from threats
I Shiny new PC
I Daily workhorse
I Crusty, slow, obsolete PC

A Note: General info provided is applicable to all personal computers.
Examples show Microsoft-specific tools. For other PCs and other
operating systems, consult your vendor.
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Disclaimers

A It is up to you to make sure you take the proper steps to
secure your home PC

I Information on protecting your home PC is provided as a
courtesy by City of Phoenix and is only an introduction

A City of Phoenix is not responsible for personal
computers not owned by the City

I The City's Help Desk cannot answer any questions about
computers that are not owned by the City

A City of Phoenix does not endorse any specific vendors or
products

I Vendors and products mentioned are examples only ( i
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What Is Malware?

Term for malicious software

ncludes viruses, worms, Trojan
norse programs, keystroke
oggers, and other malicious
software

Most people just use the
term, "virus" for all malicious
software
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What Are Viruses?

A A program or piece of code that is loaded onto
your computer without your knowledge and runs
against your wishes

I Designed to make copies of itself (replicate), usually
without your knowledge

I Usually requires user action to run, such as
opening an e-mail attachment

I Often contains payloads, malicious or annoying
actions that the virus carries out separately from

replication
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What Are Worms?

A Malicious code that requires no specific
action on your part to enable infection or to
propagate
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How Do Worms Spread?

A Worms generally take
advantage of a software bug
or flaw, called a vulnerability

A A worm is like a zombie
looking for "fresh meat"

I Worms check all devices on a
network to see Iif they're
vulnerable

I If so, the worm infects the
computer

I Now the newly infected _ —
computer travels the network asking all connected
devices if they're vulnerable
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Other Types of Malware

A Trojan horse program: A program that comes into your
computer disguised as something else, such as a game
Or screen saver

A Keystroke logger: A program or hardware device that
records all keystrokes

I Often used by attackers to obtain passwords or personal
Information, such as bank account numbers

I Many Trojan horse programs are keystroke loggers

A Spyware: A program that collects information about you
and your surfing habits without your knowledge

A Virus Hoax: An intentionally deceptive e-mail warning

about a nonexistent computer virus C
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Scareware aka Rogue Software

A Fake security software
I Gets you to load malicious software AND
I Gets your personal / credit card info

A In the fi rSt half Of ndows Internet Explorer e - . —

Warning!

2009, there Was |[IRETewrastl  Soyware detecied on your computer
demands Antivirus 2009 ele

a 5 8 3 % i n C re aS e to download and install Anti by P e D T i
IN SCareware |
: i There were errors during security settings restore!
programs oad s ydon o docld sprvars o s recomenidose
B5 n}

Cick OK to downioad antispy ware tool
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True or False

Al dondét have anyt hincg
want
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False

A Bad guys want to control your PC

I To send spam or distribute malware

A Bad guys want your identity
I To use for identity theft and fraud

A Most attacks are automated i they simply seek
out and compromise all vulnerable systems
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True or False

A Security is a concern only if | use
Microsoft Windows
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False

A All software has vulnerabilities and flaws that
bad guys can take advantage of

Il ncluding Macs, Linux, Ado

A Microsoft products are (currently) the biggest
target because they have the most users
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Shiny New PC Protection

“Can | call you back? We just bought a new computer,
and we're trying to set it up before it's obsolete.”
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Uni nst al | St uf f

A PC manufacturers install trial software
versions and other unnecessary programs

I Known as ncrapletso or

1
B Control Panel
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Install Patches and
Set Up Automatic Updates

A While your new PC has been sitting in a box in the store,
vendors have issued patches

I For Microsoft systems, run Windows Update
(http://update.microsoft.com)

A Set up AT

automatic

updates A, o S A

A Why? To fix
vulnerabillities
and prevent
WOorms




True or False

A Having antivirus software installed means
my computer is secure
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False

A Just having AV installed is not enough
A Update your AV signatures regularly

A Renew your AV software subscription
or download free AV

I Such as AVG Internet Security
(

or Avast ( )

Alf your AV doesnd
anti-spyware software
I Such as L ays\aaseqfiids

(
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http://free.avg.com/us-en/internet-security
http://free.avg.com/us-en/internet-security
http://free.avg.com/us-en/internet-security
http://free.avg.com/us-en/internet-security
http://free.avg.com/us-en/internet-security
http://www.avast.com/
http://www.lavasoft.com/
http://www.safer-networking.org/en/index.html
http://www.safer-networking.org/en/index.html
http://www.safer-networking.org/en/index.html

True or False

A use a firewall, so my PC is protected

A Firewall: Hardware and/or software
designed to prevent unauthorized access
to a network
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False

Prevents intrusions and may stop some worms

Vo

Doesnobdt stop Vviruses or

Doesnot protect you fror
email

To To o

ALearn more about firewal
Net wor ki ng and Using Wi

I Tuesday, Oct. 26
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Tips for Daily Use
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Turn Off Your PC

ATurn off the computer
using It
IEspecially 1 f you have
connection

A Your PC cannot get attacked through the
|l nternet 1 f 1 t0SsS not
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Donot LlaokuBydryghing

A Windows 101: Double-clicking is how you open
items in Windows

Al tndtdhow you open links in your Web browser,
click buttons in dialog boxes, or do pretty much
anything else

I If you reflexively double-click, you might accidentally
Zip past something important or submit a form twice

Alf you donédét need this
are you know someone who does ¢ i
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Pop Quiz

A 32% American adults would be willing to risk malware by
visiting a potentially suspicious website or link

A What tempts them?

I A friendds | ink or posting on a
I Entertainment gossip websites

I Fantasy sports website promising the best statistics

I Gaming/gambling websites

i Pornography sites

I Websites promising a great once-in-a-lifetime deal

I Websites featuring pictures of a naked celebrity
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Pop Quiz

A 32% American adults would be willing to rlsk ELETN0)Y
visiting a potentially suspicious website or I'g

A What tempts them? ‘
I A friendos : posting on a soc
I Entertainmen'g'oWip wWe @
Fantasy ’)I"[S\x ite promiiSing the best statistics
N Pwensites

Pornogr @hy sites
Websites promising a great once-in-a-lifetime deal
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Sur f nNnSafe Nei

A Visit reputable online stores, news, and
entertainment sites

APorn, gambling, hacker,
more likely to be malicious

i Adding the word Afreeo to
of landing on a malicious site
AWhen doing an internet
click on search results

I Bad guys take advantage of current events and
celebrity news to create malicious sites
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Is Your PC Infected?

A Symptoms: slower processing times, unwanted
POp-ups, increased spam, unusual disk activity

ADon ot 1 peursshowd already have anti-
malware protection

A If not, here are some free tools
I Trend Microds onl iimectCmal wa
;
'|'
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http://housecall.trendmicro.com/
http://www.microsoft.com/security/malwareremove/default.aspx
http://www.pcworld.com/article/187199-7/how_to_stop_11_hidden_security_threats.html

Be Mindful T Uncheck Boxes

A Lots of apps give you the option of installing
search toolbars and add-ons

A Lots of sites offer you free newsletters and email
updates
A Just say no i check/uncheck those boxes

T Donot know what |l nf o t he a

I Add-ons come with your app because they make
money for their owners
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Back Up Your Information

A Make regular back-up
copies of your Info
I Create backups manually

I Use an internet service that
creates backups and stores
them online

A Store your backup copies online or on
external hard disk drive, CDs, USB
sti ckse
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Disposing of Obsolete PCs
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