
 

Recently a small number of employees mistook an email about 

eChris to be legitimate and ended up becoming victims of a 

cyberattack. Fortunately, Information Technology Services (ITS) 

and other departments reacted quickly to remedy the 

situation. See the fraudulent phishing email below.  

Experts will tell you, phishing attacks are becoming more and 

more sophisticated! The best line of defense is you and your 

vigilance. Keeping our technology safe helps us provide the best 

service to our customers 24/7. 
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CYBERATTACKS THINK BEFORE YOU CLICK 

Please remember before 
opening a link or attachment 

in any email: 
 
 You will never be asked by city 

management, Finance or ITS to send 
personal information or confirm your 
private information, login ID or 
passwords via email. Do not send 
any sensitive personal information 
via email. 

 Do not open questionable emails or 
links unfamiliar to you. Check the 
sender’s entire email address by 
hovering over it to verify if it is a 
reasonable email address. Even if it 
looks reasonable, refer to the top 
bullet point here.  

 Do not forward any personal email 
to your city account. 

 Do not click on links or attachments 
from senders that you do not 
recognize. Be especially wary of .zip 
or other compressed or executable 
file types. 

 Never provide sensitive personal 
information (like usernames and 
passwords) over email.  

 Watch for email senders that use 
suspicious or misleading domain 
names. 

 Forward suspicious emails to our 
experts in ITS at SPAM Busters. 

A MESSAGE FROM 

CITY MANAGER ED ZUERCHER: 

mailto:spam.busters@phoenix.gov


 

 
Have an idea for the next PHXConnect? 

E-mail us:  phxconnect@phoenix.gov 

The following employees are accepting leave 
donations. If you’d like to help, use eChris to make 
your donation: 

 Kara Rivera, human resources aide, Public Works 

 Jennifer Cook, support services aide, Public Works 

LEAVE DONATIONS JOB OF THE WEEK 

Featured Listing: Neighborhood Maintenance Call 

Center Respresentative ($15.40 - $22.48/hour), 

Neighborhood Services Department: 

“Provides technical information of violations 
relating to zoning, property maintenance, 
environmental safety and housing safety to the 
public to process complaints, case histories, case 
management reports and other code compliance 
related projects. The ideal candidate will have more 
than 2 years’ experience communicating 
regulations, procedural or policy information in a 
fast paced, customer service oriented environment. 
Apply by Feb. 26.” 

Each Monday, the city posts jobs available for 
current employees to consider. Here’s the link to 
the most recent job opportunities. 

Many people will say 
they love working 
for the city of 
Phoenix, but not 
many can say they 
FOUND love while 
here. But it has 
happened, more than once in fact. 

The city’s social media team profiled some of these 
couples and put their stories on the city’s 
Facebook page. Check it out: @CityofPhoenixAZ. 

LOVE IN #PHX 

mailto:phxconnect@phoenix.gov?subject=PHXConnect
https://www.phoenix.gov/hrsite/Documents/Talent-Acquisition/Weekly-Job-Opportunities.pdf
http://www.facebook.com/cityofphoenixaz


 

Everyone is invited to 
the next Brown Bag 
Lunch, presented by 
the National Forum for 
Black Public 
Administrators 
(NFBPA), featuring 
guest speaker 
Gershom Williams.  

The cultural historian, writer, lecturer, Black history 
consultant, teacher and community activist has 
spent almost 30 years conducting extensive study 
and research into the “pre and post slavery” heritage 
of African Americans. His special areas of interest 
and concentration have been in the African origins of 
humanity of Nile Valley and Western civilizations and 
the role of African people in world religion and 
spirituality. Professor Williams will be providing a 
thought-provoking conversation on Intellectual 
Warfare: Black Historians and the Struggle for Race 
Vindication. Details: 

 Thursday, Feb. 22 

 11:30 a.m. - 1 p.m. 

 Phoenix City Hall Assembly Rooms 

 $10 for non-members or $5 for members (lunch 
included) 

 Free for brown bag participants   

 RSVP to Dominic Braham (please let him know if 
you will be bringing your lunch) 

BROWN BAG LUNCH 

HEALTHCARE ADVICE 

Fit4Phoenix is inviting all employees to stop by and 
say hello to a Cigna Advisor to check out their 
dental health awareness display. While there, 
employees can learn about the Cigna Teeth 
Cleaning Challenge and enter a raffle for a teeth 
whitening kit or an electric tooth brush. Details: 

 Wednesday, Feb. 21 

 10:30 a.m. - 12:30 p.m. 

 Across from With Gusto Café in City Hall Atrium 

APPRENTICESHIP SHOWCASE 

High school seniors and their parents are invited 
to learn about apprenticeship programs at the 
city’s Apprenticeship Showcase. This info session 
will have representatives from a variety of 
industries offering apprenticeship options that 
provide high wage, high-demand employment 
opportunities in a short period of time without 
the need to take out student loans. Pizza will be 
provided! 

Apprenticeship programs are growing beyond the 
traditional manufacturing and construction 
industries and can now be pursued in the 
healthcare, energy, information technology, and 
transportation industries. With an apprenticeship, 
students can gain hands-on training with the 
potential of earning college credits. In some cases, 
these classes may be paid for by employers. 
College Depot at Phoenix Public Library is proud 
to offer personalized advice and guidance to 
those interested in pursuing learning, education, 
and employment possibilities through an 
apprenticeship. Details: 

 Thursday, Feb. 22 

 3 - 4 p.m. 

 Acacia Library 

 Register for this event. 

 For future dates and locations, please visit our 
library calendar. 

Bring the whole family for a short one-mile Hohokam 
petroglyph discovery hike at South Mountain for an 
easy, but also petroglyph rich, hiking experience. An 
experienced museum guide will lead participants on 
the one-hour interpretive hike, perfect for all ages 
and busy schedules. Space is limited. Advance 
registration required. Details: 

 Saturday, Feb. 17 (if full, sign up for next month) 

 9 a.m. 

 Cost: $5 

 Register on Pueblo Grande’s web site 

PETROGLYPH HIKE 

mailto:dcbraham@gmail.com?subject=Brown%20Bag%20Lunch
http://www.phoenixpubliclibrary.org/collegedepot/Pages/default.aspx
http://www.phoenixpubliclibrary.org/Locations/Pages/Acacia.aspx
https://phoenixpubliclibrary.evanced.info/signup/EventDetails?EventId=102200
https://phoenixpubliclibrary.evanced.info/signup/list?df=list&nd=120&kw=apprenticeship
https://phoenixpubliclibrary.evanced.info/signup/list?df=list&nd=120&kw=apprenticeship
https://apm.activecommunities.com/phoenix/Activity_Search?detailskeyword=PETROGLYPH&IsAdvanced=True&ddlSortBy=Location&SearchFor=2&SearchLevelID=2&maxAge=100&NumberOfItemsPerPage
http://www.facebook.com/cityofphoenixaz
http://www.twitter.com/cityofphoenixaz
http://www.youtube.com/cityofphoenixaz
http://www.instagram.com/cityofphoenixaz
http://www.periscope.com/cityofphoenixaz

